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000 «Cu6Kom Liudpa»

N IT-koMmnaHusa No paspaboTke
| MEKOM NPOrpaMMHOro 06ecreyeHuns 4is
~ UMoPA | cicrem asromaTtnsaumm u

' umbposusaumm, noctaske MJIK nog,
K/ // 6peHgom CK

\ AO «Cub6Kom»
| CUCTEMHbI UHTerpaTop no

pa3paboTKe U BHEAPEHUIO CUCTEM

"‘@M» ACYTI «nopg KAtoy»
@ . 000 «@nKom»
A

3aBoj, Mo NPon3BOACTBY
\ | HanonNbHbIX M HABECHbIX KOPMYyCOB
. «nKom» LNA 3NEeKTPOTEXHMYECKUX WKahoB

000 «Ouaxullab»
KOHCaNTUHroBas KOMMaHus no
paspaboTke undpoBbIX
KOHUEMNLWMN, apXUTEKTYP
LNGbPOBbIX peLLeHni

bAT

[PYITIA KOMIMAHA

'K «<bBUT» — poccuinckas rpynna
KOMMaHWU, OpUeHTUpoBaHHas Ha
NpPouU3BOACTBO 060pyAOBaHUA U
pa3paboTky M0 B pamkax
peanusauuu nporpaMmm
MMMNOpPTO3aMeLLLeHUs
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«QAKom»

HanonbHblie u
HaBeCHble Kopnyca

06n1aCTK NPUMEHEHUS:

-ACY TI

- N(HOOPMALIMOHHbIE TEXHONOTUN
- 3/IEKTPO3HEPreTnKa

- CUCTEMbI CBA3U r
- CUCTEeMbI 6€30MacHOCTU

mPEX:

https://ipex.pro/




[Ipon3BoACTBO

3ﬂeKTp0TeXHM‘-IeCKVIX N TENEKOMMYHUKALUMNOHHbIX UJKaCI)OB

Becb unkn nponssoacTtea koprnycoB «|PEX»
HaxoauTcsa B Poccun, r. Yoa.

COBOKyI'IHaH naowaab rnMpon3BoaACTBEHHbIX U
a,D,MI/IHMCTpaTMBHbIX I'IOMGLI.I,GHI/IVI
000 «3nKom» - 11 000 m=.

Bonee 90% cblpbsi U MaTepManoB, UCNONb3yEMbIX ANS
nocneayoLLLero Npon3BoAcTBa NPoAyKLUN,
MoCTyrnaeT OT POCCUNCKUX NMOCTaBLLMKOB.

LLikadbl «IPEX» nsrotaBnmearotcs no
COOBCTBEHHON KOHCTPYKTOPCKOM AOKYMEHTaL MW,
TakK XXe BO3MO)XHO U3roTOBNEHME
MHANBUAYANbHbIX N3AeNNIN NO TpeboBaHUAM U
AOKYMeHTaLum 3aKka3ymka.

https://ipex.pro/
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HanonbHbie wkadbi IPEX Br=x <

MeTannuyeckue netnu, c yrnom

HagexHoe ynioTHeHue packpbITus 4o 180°, cHa6eHbl
pocTuraetcs 6narofaps HeBbINagarLWnmn WtudbTamu,
NINTOMN NPOKNaAKe U3 6narofapsi KOTOPbIM HaBecKa
BCMEHEHHOTO CUIIMKOHA, ABEpei MOXET 6bITb M3MeHeHa
HaHOCUMOi poGoToM C MPaBOM Ha JIEBYIO NMPOCTbHIM
METOZOM HENpepbIBHOM nepeBopOTOM neTesb

OTNINBKMW. [1leHOCUNNKOH
YyCTONYMB K TeMnepaTtypam oT -
60°C no +140°C

LUTaHroBbI 3aMOK obecrnedynBaeT NjIoTHoe
3anupaHue asepu B 4-x MecTax. 3aMoK
HaxoAuTCA BHe NpoemMa pambl, YTO
No3BONIAET UCMONb30BaTb NOBEPXHOCTb
[Bepu Ans pasMeLleHns 060pya0BaHUA

O6LNPHbIN psf BHYTPEHHUX
KOMMIEKTYIOLLNX N aKceccyapoB

MNMpodunb Kapkaca UMeeT OTBEPCTUSA C Yrnbl Kapkaca yCu/eHbl CTaslbHbIMU 3aK/1aiHbIMU
larom 25 MM. ANst yCTaHOBKM Ha HUX 3/leMeHTaMM1 1 CBapeHbl HEMPEPbIBHbIM LIMKJIOM
o60pyoBaHUSA ANS NpuAaaHnUa OONOSTHUTENbHOMN XXECTKOCTH

https://ipex.pro/



HaBecHble wkadbl IPEX

MeTannuyeckue neTnu GUKCUPYIOT ABEPb U
o6ecneunBatoT HaZleXXHbI KOHTAKT Npwu
BMOGPOHarpyskax Ha Kopnyc.

MeTnun KpensTcst K KOpMycy € NOMOLLbHO
CBapKM

BO3MOXXHO M3roToBJIEHME BO
B3PbIBO3aLLULLEHHOM

MCMNONIHEHUM KaTeropum
B3pbiBO3awwmTbl ExellU

Kopnyca MMeIoT BbICOKYHO CTEMNEHb Mblfie- U
BM1aro3alymTbl, yCTOMYMBOCTDb K YaapaMm, a
TaKXXe WWPOKUI TemrepaTypHblii AnanasoH
npumMeHeHus (ot -60 go + 140 °C)

&

\/

Gr=x

3arHyTble KpOMKM Kopnyca
obecrneymBatoT MNJIOTHOE
npuneraHue ynaoTHUTENS, YTO
npeaoTBpaLLaeT nonagaHve Bnaru
B KOpnyc

LLTaHroBbI 3aMOK obecrneymBaeT MJ0THOoe
3anupaHue gBepu B 4-x MecTax. 3aMoK
Haxo4uMTCs BHe NpoeMa paMbl, YTO NO3BONSET
ncnonb3oBaTb NOBEPXHOCTb ABepU ANs
pa3smMeLleHus o6opyaoBaHUsA

3asemMnstoLlmne coeMHeHNs NpeayCMOTPEHb!
BHYTpY Kopnyca 1 Ha aBepue. OMeHEHHble
LUNWNbKW 3a3eM/IEHUSI UMELOT naHeL, ans
KOHTaKTa 1 He TpebytoT yAansiTb OKPacky u
HaHOCKTb NacTy A5 KOHTaKTa.

https://ipex.pro/



Kopnyca IPEX

CepTudurkaTbl Ha NPOAYKLNIO

"4

[MpOTOKON UCMNbITaHWU

CepTudukKaT COOTBETCTBUA NOXKAPHOW 6€30MacHOCTU

CepTtudukat cootBetcTBus [OCT
B YaCTU CENCMOCTOMUKOCTM

CepTudukat cooTBETCTBUS TPEOOBAHUAM
NPOMbILLUNEHHON 6€30NacHOCTH

CepTtudukart cootTBeTcTBUA TpeboBaHusam FOCT
MO CTEerneHu rnblaesnaro3awmThbl

Br=x

4

AN
O

https://ipex.pro/



P.Tpe6ca n A.Tutoea

reorpa(l)lllﬂ ?MeCTopomp,eHmn nMm.

@ HoeonopTtosckoe (HFTKM)

¢ Kanununrpan @ Ycrb-Nyra.
T i .. K ) QOanOBCKaq OHC
QM?F'_(Ba : . ‘ .- Q MNecuoeoe (HFTKM)
¥ Kazano N -+ - . ¢ BNTONKO-2
* - . Quasmannckoe (HTKM)
.- .QTiomenb ;

. .Q ApakTunckoe (HTKM) @ caxanun
‘ R ¢ NpkyTck
QOpeH6ypr
[Mpoaykunsa IPEX npumeHsaeTca B pasHblix permoHax Poccuu n BkroueHa B
peecTpbl 60/IbLUMHCTBA KPYMHbIX NPEeANpPUSTUIA, B TOM YUCHE:

QAICTpaxaHb
v/ PeecTp nmnoptosamelleHuns NAO AHK «PocHedTb»

+/ PeecTp noctaBwmkoB [MAO «[la3npom HedTb»

https://ipex.pro/ +/ PeecTp noctaBwmkoB 000 «MpkyTckasa HedpTaHaa KomnaHusa»
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| T1J1K cepumn CK-x000
u MO «CKIpo»




NMo3uyunoHnposaHue KoHTponnepos CK-X000 e
7N
MpoaBuHYyTas cuctema BbicokonponseoauTenbHbIN
' RE— KOHTPOJI/IEP C MOAAEPXKKOM
pesepBMpoOBaHNS AN
= HenpepbIBHbIX N AUCKPETHbIX
s K-4000 = | OTpacnei NnpoMbILLIEHHOCTH.

T SR

|
|
1
=
=

YHuBepcasnbHbli KOMMNAKTHbIN
MoaynbHbIn IMJIK gns
LUMPOKOro cnekTpa 3ajau.

CK-3000
ba3oBas cucrema

KomMmnakTHoe n apdpekTuBHOE
peLLueHne Ans NpocTbiX 3aaad
aBTOMaTM3auun

CucrtemHas npon3BOANTENIbHOCTb

CK-1000

T I N N

CTaHpapTHble CUrHanbHble MoAayu * BcTpoeHHble nopTbl Ethernet n RS-485

KOMMyHVIKaLlI/IOHHbIe MoAaynu ¢ TexHonorn4yeckme Moaynm ¢ «Fopﬂqaﬂ 3aMeHa»

PesepBupoBaHue * Moaynu ¢ HART « OPC UA - C/C++




MK CK-1000

TR

KomMnakTHble n appeKTUBHbIE KOHTponnepbl cepun CK-1000
npegHasHayeHbl 419 peleHns 3agay Masion aBToMmaTmsaumm 1
TeNeMexaHuKu.

« PasHoo6pa3me LeHTpasbHbIX NpoLeccopoB (6 moaenen), ecTb
TakKXXe UX BapuaHTbl C nogaepxxkon 4G

 MoaynbHocTb: 10 14 Mofaynen paclunpeHums

« KommMmyHuKauumu: BCTpoeHHble nopTbl RS-485 (Modbus RTU) n
Ethernet (Modbus TCP)

* CKOpPOCTHbIe BXOAbl U BbIXOAbl

* BbicoKasi HaAEXXHOCTb

« [lpousBoguTenobHasa n ahpdeKkTMBHasH KOMMNOHEHTHas 6a3a
* [MlaponbHas 3awuTa

 Pa3ButHue cuctembl




MJIK CK-3000 - CuEKo

LIIcbPA

Fopﬂqaﬂ 3aMeHa KoMnakTHOe UCnoJIHeEHUE

BcTpoeHHbIN aucnnen

— T BuHTOBOE UK 3aXKUMHOE
,. w Y9, T ¥: 3
" 1 &S -8 -8 3 noAKJ/toyeHune
; B AR N A
L :E:E e CurHanbHble MOAYNU C
ANCKPETHbIMU U @aHanoroBbIMU
=48 ¥R T+ FT 03 3
R i A S M B = O S R BXO4aMun N BbIXOo4aMMU
Nt KOMMYHMKaLNOHHbIE
npoLeccopbl

Ethernet (Modbus/TCP) +
RS-485 (Modbus RTU)



MK CK-4000

CemencTBo BbicokonpoussoauTtenbHbix MJIK, B TOM vyunucne ¢
NoAAEPXXKOWN pe3epBUpOBaHUS.

CK-4000 paccuuTaHbl Ha pelleHne 3aay cpegHen U BbICOKOM
CNNIOXXHOCTW U nNpefHasHa4veHbl Ana nocTpoeHns pacnpeaeneHHbIX
CUCTEM yrpaBJieHUs.

B nuHenke moaynen — wmnpokuin Hatop LMY, Mmoaynn oUCKpPeTHOro m
aHanoroBoro Beoja v BbiBoAa, B TOM 4ucsie ¢ nogaep)xkom HART,
MOJLYJIN CKOPOCTHOI0 CYETA, KOMMYHUKALMOHHbIE MOAYIU C
nopaepxxkown Ethernet, PROFIBUS, Modbus RTU/TCP, CAN, a Takxe
6/10KN MUTaHNA U HeO6XoANMbIE NPUHAANEXHOCTMW.

[Moaaep>xmuBaeTca «ropadas 3aMmeHa» MofyJen.

C 12/2022 B UI1Y peannsoBaHa nogaep>xka OPC UA

LENAPYTT" N
(g ' @' 2 W VIRV

COMMUNICATION PROTOCOL



W

[MporpammMHoe o6ecneyeHne CKllpo

YHUBepcanbHbI MIHCTPYMEHT ANt NPOrpaMMNPOBaHuUS
KoHTponnepos CK-1000, CK-3000 n CK-4000

MporpammHoe obecrneyeHne CKIMpo noapep)xmBaeT cTaHAaApPTHbIE
A3bIKK, cOBMeCTUMble co cTaHaapTtoM M3K 61131-3: A3biK
(byHKLUMOHaNbHbIX 6n0Kk-guarpamm (FBD), cnucok nHctpykumi (IL),
CTPYKTYpPUPOBaHHbIN TeKCT (ST), penenHo-KOHTaKTHble cxeMbl (LD),
nocnegoBartesibHble ¢hyHKLUMOHaNbHble cxeM (SFC), A Takxe s3blK
NporpaMMUpOBaHNA NocnefoBaTesnbHbIX ynpaBastowmx cxem (SCC -
Sequential Control Chart).

HeTpeboBaTenbHO K annapaTHOMY 06ecrneyYeHunto
Mogaep>xka OPC UA
MNoapepxxka Windows, Bk/touasi CTapble BEPCUMN.

TecTupoBaHue HaTuBHOW Bepcuu noA Linux (Ha IV kBapTan 2023 roga
3annaHupoBaH Bbixog Bepcuit nog Red Hat u Debian)

HWn3kuin nopor BXoXxaeHus

BecnnatHoe MO

= CUVBKOM
: % I ILUNDPA
2
AO «CubKom»

[MporpamMmMmmpoBaHume INJ1K

]

12



CepTudukauyusa

CepTudurkaTbl COOTBETCTBUS:

v TP TC 004/2011 «O 6e3onacHoOCTH
HW3KOBONIbTHOIO 060pPYyAOBaHUSA»

v TP TC020/2011 «3neKTpoMarHuTHas
COBMECTUMOCTb TEXHUYECKUX CPeaCTB»

v Jleknapauus o cootsetcTBum TP TC 020/2011
«3neKTpOMarH1uTHas COBMeCTUMOCTb -m—— —
TEXHUYECKNX CPeACTB»

06 yTBepKaBHHM THN CPEACTS UsmepeHHR
o 89254.

oo ambcraan yroagian T 25 7 v 2528 .

My BporpaNMAFORE Porwaschux AONTPEANE08 CK

v CBUAETENbCTBO 06 YTBEPXAEHUN TUNA :
cpeAcTB nsmepeHun: «<Moaynm ; =
nporpaMmmMmpyemblix JTIOrM4YeCKunx : "
KoHTposinepoB CK»

16



NMoppep)xka

B Texnopgaep)xka

®
ah

MNopaep>kka yepes cnyxoy
TEXHMYECKOM NOALEPXKKM
support.sdigital.ru

- I

(—
[ )

3anucb Ha Kypcbl:
sdigital.ru/courses
TexHuyeckas npeseHTauma
3HaKOMCTBO C CUCTEMOM B
pexume on-line
3HaKOMCTBO C CUCTEMOM
CepTudunKaLMOHHbIN
obyyvarowwmm kypc no MK
KACKAL
[MporpammunpoBaHue
KoHTposinepos CK-
1000/4000 (basoBbliii Kypc
«CKIpo»)

- T

oKkyMeHTauusa Ha
PYCCKOM fi3blKe [OCTYrMHa

sdigital.ru
sybcom.ru

MOHTAX MOAYNK uny
KOMIMOHEHTOB MNNK CK-4000
CK-4000

PYKOBOACTBO PYKOBOACTRO N
MUK CK-4000 NFORYKTY PYKOBO/ICTBD
K CK-4000 UK CK-1000

202308 223708

~—MMBKOM
% I IUNDPA
S

leMo-CcTeH bl

[eMOoHCTpaLOoHHbIe
CTeHAbl NpefoCTaBNATCA
napTHEpPaM M 3aKas3dynkam
ANA 03HAKOMJIEHUSA C
NpOrpaMMHbIMU U
anrnapaTtHbIMHK
KOMMOHEeHTaMu

17


https://sdigital.ru/courses
http://www.sdigital.ru/
https://sybcom.ru/

YHuBepcasbHas
undposasa nnatdpopma
KACKAL

OnbIT BHegpeHus, HO
HanpaB/ieHUAa pa3BUTUA

e pa3paboTkuy,




MK «KACKAL»

OT nokanbHbiXx HMI n SCADA....

HauwmeHosaHue nuueHsum NTH Kackag

Paspen 1. "KACKAA" pna nokanbHbiXx SCADA-npUuMeHeHUi

HepesepBupoBaHHbIi 0AWHOUYHbIA APM

MmnopTo3amelieHue
Knaccnyeckmx SCADA-cucrtem

‘,.‘ - 31 oy
PaboTtaer pgaxke H

MO "KACKAL" — KomnnekT NMueH3ui oguHodHoro APM

Ha 500 Teroe (ANA yCcTaHOBKKW HA 04WH KoMNeOTep). Basosan
nuueH3ua Ha 500 Teroe, anapMbl, NPOABUHYTEIE TPEHALI,
peTpocneKkTHBHble Basbl AaHHblx, ST-gpaisep, SSL-
wuipposanue, OPC-knuent, OPC-cepeep n OPC UA knneHT,
uHTepdeic nonb3oeaTtena. KomnnekT moxeT ObITe paclunpeH
onuuaMK Apaiieepos no soibopy 3akasquka.Pacwmpenue
LpYrUMI ONLMAMI, 3anycK MHTepdelica nonb3osaTens B
yAaneHHoM pexuMe AoMNycKaeTca TONBKO Nocne anrpeiga
[l0 KNUEeHT-CepBepHOil CCTEMBI.

MO "KACKAL" — komnnekT nMueH3ui oguHodHoro APM Ha 1
000 Teros (ANA ycTaHOBKW HAa 0AMH KomnbloTep): Basosas
nuuensna Ha 1 000 Teroe, anapmel, NPpoABHUHYTEIE TPEHOEI,
peTpocneKkTHBHble Basbl AaHHblx, ST-gpaisep, SSL-
wuipposanue, OPC-knuent, OPC-cepeep n OPC UA knneHT,
uHTepdeic nonb3oeaTtena. KomnnekT moxeT ObITe paclunpeH
onuuaMK Apaiieepos no soibopy 3akasquka.Pacwmpenue
LpYrUMK ONLMAMI, 3anycK uHTepdelica nons3o0saTens B
yAaneHHoM pexuMe AoMNycKaeTca TONBKO Nocne anrpeiga

M ENUAHT_FARRANRHNN CIACTE R

lfotoBble KomnaeKTbl MO ana NpocTbiX
NPUMEHEHUI C OTKPbITbIM NPaC-AUCTOM

MUKpPOKoMNbloTepax noa Linux

;(:MEKDM

LleHa 3a eguHMLY,

CEBEIMY.505900.KN001

CEBIMY.505900.KN0C02




MK «KACKAL»

... O CJ1IOXKHDbIX paCI'Ipe,El,eﬂéHHbIX CUCTEM

= VMBKOM

LIIcbPA

1))
N

OAns oyeHb 60bLUNX NPUIOXKEHUM
(cebiwe 10 MMIIMOHOB CUrHANIOB BBOJA-BbIBOAA):

« ACOLY
¢  CUTyauMOHHO-aHAIMTUYECKUNA LLeHTPbI
 BAPB / XpaHunuw,a gaHHbIX

*  WHTerpaumnoHHble nnaTdopmbl




MK «KACKAL»

Llenu n 3agaum umdppoBomn niaTt@opmbl

Llenb BHegpeHus - noBbilweHne apeKTUBHOCTH
paboTbl 060pyA0BaHUA U NPeAnpPUATUS B LIESIOM

PewlaemMble 3apaum

/' TonyyeHune faHHbIX U3 nokanbHbiX ACYTM n lloT
YCTPOMCTB B peasibHOM BpPeMEeHM

*/ XpaHeHune 1 06paboTka 60MbLLNX O6bEMOB
AaHHbIX

/' Busyanusaums faHHbIX
*/ [lncneTtuyepckoe ynpaseHune
/' AHanUTMKa AaHHbIX

*/ pepocTaBneHne AaHHbIX BHELLIHUM
noTpebutensam

/' PaspaboTka NpunoxeHuii n LudpoBbIX CEPBMCOB
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NK «KACKAl» .»,;/;/;?FMEKDM
=l LUMDPA

[TonyyeHne aaHHbIX U3 nokanbHbIX ACYTIT n lloT yCcTpOUCTB B peajibHOM BpeMeHMU A

Schogider SIEMENS

NATIONAL '$
ﬁNSTRUMENTS” EMERSON m AO «CnbKom»

Honeywell > COMES

Visualize Your Enterprise”

YOKOGAWA ~ Weneg”

+ TM6KOCTb KOMMYHUKAaLWM

BosMoxHa pafspa60TKa YHUKasbHOro apaisepa " Al.l‘ll':‘:;la(l‘l"‘i,::: A DD
C NOAAEP>KKOM NponpueTapHOro NpoToKona AEPEP
@ Allen-Bradley
CODESYS
4 CneU‘Md)MKa lloT MHKOMCUCTEM
BO3MOXHOCTb paboTbl C YCTPOWCTBaMU WayuHO-MMXeHepHLH UeHTP
LoRaWAN

O6opyaoBaHue U cUCTEMbDI
APYrux npoussoguTenen... .



NK «KKACKA»

XpaHeHue n obpaboTka 6onbLIMX 00 bEMOB JAHHbIX

€D influxdb
PostgreSQL

Pos}gresPro

= CMBEKOM

N
ORACLE
S

&

Microsoft® —
SQL Server
k 0rg coemecmumocmu / 8




MK «KACKAL»

Busyanusaums gaHHbIX

Peanunsauyus npunHUMna CUTyaumoHHOro
BOCMPUATUA

PaspaboTka nHtepdenca nog 3anpochbl
3aKasuuka

TONCTbINA, TOHKUN N MOOUIbHbBIN KITINEHT

WHTerpauua 'MC moayns

CosfaaHue nHTep@denca nonb3oBaTesiem
6e3 yyacTus paspaboTumnka

PaspaboTka COOGCTBEHHbIX BUOYKETOB
Ha Qt, ActiveX, JavaScript

KOHOMIYPALIVA KYCTA [ O e ]2 T

omer |GE}ERY oz |
@I@ B oo |

- A o~ o1 moan

Koppenia

Teowoyeus  Toowgresan  Veempprenss

Tewyuan rnama
Peasen
Conan

Brwremmocns. sam

Npagyera apronom
Pacxa aprowa, w3
Bpoun npasyen, cox
Aermsauen

[ pre——

e ———




NMnatdopma «<KACKAL» Al o

LIIcbPA

I

7zl

Cucrtema BuaeoHab0feHNs A

MNMopkntoyeHne n KoHGUrypmpoBaHue e

!  (Cepaep_00001 : BUACOMCTOUHMKY : Braeo_00002 : KOHMrypupoBaHHe
' 06wan uHpopMaumus

B M ﬂ,eoyCTpO VI CTB C ,U,aﬂ b H e VI LLI M M OTO6 p a)‘Ke H M e M ~ % BnaeocTenbt HacTpoiiku ‘ YkaxuTe BUACOUCTOUHIK ANS NOAKIKOYEHIA/HACTPORKM | Probe02

| BupeocTeHa_00001 0O6Luve >

nOTOKO BO rO Bl/l,D,eO Ha SKpaHH biIX d)OpMaX \&5 Buaeocteria 00002 - HaumeHoBakHMe: |Probe0?2

{5 Bupeocera 00003 VCTOuHMK >
&5 BuneocTeHa_00004 lNpumeyaHie:
'S Bugeoctera_00005 ONVIF>
&5 BupeocTeHa_00006 C .
= epeep:
{5 BuneocTera_00007 Xparunme > pEcRg At
(& BuneocTena_00008 Tun vcToumka: | Fimpeg
YnpaBneHue KaMepamu, NoanepXmBaroLmmm o
'S Bugeoctera_00010 Ayt ®yHKuws: Monitor M
PTZ_¢y H K Ll M O H an b H OCT b V‘ﬁ BupeocreHa 00011 In Monitor mode the capture process (zmc) will connect to the camera and stream data. It will be decoded if
'+ BuneocTera_00012 KoHTpons > necessary and live viewing will be possible. No motion detection will be performed. This moniter type cannot save

{75 BupeocTeHa 99999 video,

~ =% Bujeocepsepol Mpouue >
CBA3. BUZLOMCTOUHMKM:

~ = Cepsep_00001
~ 2§ BUAEOUCTOUHIKM Tpynnei:
' Buneo_00001

Analisys FPS: (uenoe umcno, >=0)

'/ Buneo_00007 i b o
Pa6oTa c BugeocTeHamu o R
& Bugeo_00010 Alarm Max FPS: (uenoe uucno, >=0)

5 Bupeo_00011
' Buneo_00014
*ﬁ Bugeo_00016 Alarm Ref. Image Blend: | 6.25% (Indoor)
=5 Buneo_00018
'~ Bugeo_00019 Tpurrepe:

MNoanep>XMBaroTCA pasIMUHbIe PEXXUMbI 2 ot

' Buneo_00024

Reference Image Blend: |6.25% (Indoor)

Bunaeosanuncu, B TOM yucne 3anucb no & oo

' Bugeo_00029

cobbiTuto/anapmy B MK Kackag, crmome —

MNonHopyHKUNOHaNbHOE ynpaBieHne
BMaeoapxmBamu




MK «<KACKAL» oo

ILUNDPA

[incneTyepckoe yrnpaBsieHne - 0T MPOCTOro K C/IOXKHOMY




W

NK «KKACKAL» R,
MpepocTaBneHne AaHHbIX BHELWHUM NOTpebuTensam W/)Tﬂ*\
CTbIKOBKa C
ERP
lNMporpammHoe 1C
o6ecneyeHue =5= [anakTuKa E Rabbit
COM = nt.A. | > > >
ActiveX - §3 kafka.
XML Cetu / UHTepHeT /
T TCP, SSL,
______ - | HTTP (Web),
SNMP versions 1, 2, 3
Web cny)x6bl = nT. A.
oo _ Yy
XML RPC
JSON O6nayHble
ba3bl AaHHbIX —
SOAP A TexHonornm
ADO
NT. A.
y, ODBC '\N"Q dTT'RED
OLE-DB ode-REL,
NT.0 NT. A.
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- CUBKOM

ILUNDPA

PaspaboTka NpuioXeHni u uLM@ppoBbIX CEPBUCOB

I'Ionn,ep)i(u BalOTCA pa3J/iudHble YPOBHU

= Node-RED

CNOXXHOCTU pa3padboTKu: r

- storage
f7Dpr—
1 mongodb ()
e

‘ Sheet 1 H:Sheetz | sheets VHWSheeM g Sheet 5

HavanbHbIN NMpoABUHYTbLIN

= G

_cowtant |
. T
JavaScript Node red T
1 redis

ba3oBbiu OKcnepTHbIN " mongodd |
CONTROL —
=)

@ Check if top tweet % Email template /(s whoami@yahoo.com ?

Bo3MOXXHOCTb pa3paboTku
TaK1X NPUIOXKEHUN KaK:
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_-/p J LINDPA
MNopaepxxvBaemMble OC n nnatpopmbl A

Linux Debian 10, 11

RedHat Enterprise Linux 8.x 64bit

Windows 10 64bit am Windows Server 2019
Windows 10 Enterprise 64bit
Windows Server 2016 64bit
Windows Server 2019 64bit

: T
=& Windows10 [ ASTRALINUX]

VMware ESXi 6.5

vSphere HA Cluster
P-Buptyanunsauumsa A ‘ Red Hat O S
PELl Buptyanusauus ‘: ' | NMNATOOPMA

zVirt (OrionSoft)
KVM-BupTtyanusauus

an>30I1D of Vﬂé\é\/)c‘(ﬂire’ MVM

Android
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/ﬂy J/ LIMDPA

Mogaynb 3awmTbl N Kn6epbesonacHoOCTH A

v llUndpoaHne coegnHeHnmn no texHonornm OpenSSL: SSL (g
ncronb3oBaHue kno4ven RSA, DH, DSA u o n ok

cepTudukaTor X.509 (MHPpacTpyKTypa «OTKPbITOro
KNto4a»);

v/ Hanuuune BCcTpoeHHOro Proxy-cepsepa AN ol
MEXCUCTEMHOIro 06MEHa; :‘

Kaspersky-
Industrial
CyberSecurity

+ 06nagaet MMHUMaJbHbIM KOJIMYECTBOM OTKPbITbIX
NOPTOB Y BO3SMOXXHOCTbI UX FTMOKON HAaCTPOMKM;

v [lopgepXuBaeT aHTUBUPYCHbIE NMporpamMmbl
MUpoBbIXx 6peHaoB: Kaspersky Industrial
CyberSecurity, Symantec Endpoint Protection, McAfee
Endpoint Protection Suite u apyrux.

. v McAfee v{ Symantec. qp
v/ Paspa6oTka 1 fopaboTka HOBbIX PYHKLNI B o V) Symant \/J
cooTBeTCTBUN C COBPEMEHHDIMU Tpe6OBaHMﬂMM Z15)
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CoBmMecTuMocTb ¢ Kaspersky Industrial Cybersecurity

STATEMENT OF COMPATIBILITY

3JARBAEHHE O COBMECTHUMOCTH ]

batweean

MY |

Kaspersky Industrial CyberSecurity for Nodes,
Kasparsky Industrial CyberSecurity for Linux

Kespershy Industrial CyberSecurity for Nodes,
Kaspersky Imdustrial CyberSecurity for Lim

Modes Nodes,
products of | npogyuTats
AD KASPERSKY LAB, AQ #Nafoparopun Kacnepoxoraw, |

394/2 Leningradikes Shosse,
Mosoow, 125212, the Russian Federation
hereinafter referred to as KICS for Modes and

125212, PoccwA, Mockea,
Nevmrrpagesos woote, o, 394, orp, &
B gatuHefwes Mpewynemse KICS for Nodes w

software product for  industrial  automation
endpaint protection.

| “Hasparsky” respectively _| vnafoparopwa KacnepoKoro® cocTRaTETEEHHO
ard M

Software Platform “KASKAD Digital™ wlimd

! nnarpapra HACKAL:

| product of NPOyKTOM

SYDIS LLE (Sybcom Digital Industrial Solutions | D00 eCuBrom Wndpan

Urmitted Labiity Company)

ASD078, Ua, st. Jalilya Kiekbaeva, 2 ASDOTE, r. ¥iba, yn. fimanmes 2
hereinafter referned to a5 KASKAD Digital and | B ganededwen waesyemernes RACHAD Liwgpa 1
“EYDIS LLC® respectively _ uCufisom Undpas cooTeTcTneHm

KASKAD Digital is a universal digital platform for | KACKAA  Lkdpa monreton  yuusepeanbhad
industrial autemation of technological processes | wedponof  naard i gam o @it
and producticn managament, ANTOMATHEILMKA TEXHONOIHUECHME NPOUECCOR M
KICS for Modies i an industrial grade cybersecurity | ynpanasHWa nponanoacmanm.

Nporparsei npeays KICS for Nodes ranaerca
ENeiguaSEapasaHHbIM NPorpgasisHEM
mpoayromM  OA0R  SEUHTE KOHEYHBX YAADE B

“EYDIS LLE™ and “Kaspersky™ harsby agres on the
following statermant regarding possibility to use
the listed products on a commen system and their
compatibility and contributien to fulfilmant of
cybersecurity raquirements:

CHCTEMAK NP f SETOMETHIALUMH,
aCubsom Limdppan M uflaBoparopus
i L] Hac: negET a1
creayouee or

HEMNQALADHZHEA YHAZAHMBINK NPRGYETOE B DAMKEX
BHHON CACTESGI, M COMMECTHMOCTH M SRA2AS B
B TF Mnil kubep TREHACTH!

“SYDIES LLCY and “Kaspersky" have carried out
extensive compatibility tests for the joint use of
their product combinations en the same system,
The outcome of the tests was that, subject to their
individual system requirements, the products are
compatible and can be used jointly within tha
same system.

aCubrom [l wflafioparop

HACNEPEKOr0TD NpoBes BCECTOPOHHWE TECTHI HA
COTMBCTHMOCTE - npoayKToE npH
oaHDApeMeHHDl palioTe B cocTase  cAWHOR
cucTembl. B pesyneTaTe TecTWpoRaeR Geino
YCTAWDUAEHD, WTO NOOAYHTRL, € YMETOM  MX
MHAMBWIYANLHEY  CRCTEMMbN  Tpefonaied,
ABARSATEA COBMBCTHMBMN ] MEryT

MEMGABIORATOA B COCTEBE enmuﬂ CHCTE W,

A EMBKOM
Licora

lkaspersky

In case both products are Installed and used within | B cayuae y "

the same system this may contribute to fulfiliment | nporpatmssx NPOAYKTOB B PaMKaX  eAMHOR
of essential Information and cybersecurity | excrems: ato MOMeT cnocobeTsopars
requirements in industrial automation process peb ,
control systems. [ " P o ow

obwexTon.

AD KASPERSKY LAB AO eNaboparopua Kaenepoxgran...

Date: 12.09.2023

Qara: 12,09.2023
Name: Anna Kulashova A

Title:

“SYDIS LLC

Date: 12.09.2023

lkaspersky

CusKom
Linamra

MNoaTBep)XaeHHass COBMECTUMOCTb
c KICS for Nodes u KICS for
Networks

[MapTHepcKuit cTaTyc C
JlabopaTopuen Kacnepckoro

TecTnpoBaHne COBMECTUMOCTU C
Ka)kg0n HOBOW BeEpPCUEN
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NMnatdpopma «KACKAL Uundpa» /'\;;M”EKDM

A
«KACKA[ LUudpa» BknoyeHa B PeecTp poccMinckoro POCCH CEAS GEIEPAIESE
NpOrpaMMHOro o6ecneyeHus: g T U
et ‘,N‘;'::l“:} _’y L.
!}% | MUHLMOPbI 0
Poccuu
https://reestr.digital.gov.ru/reestr/1525668/ CBU, H EJBCTBO
| Ne 2022683851
Noapep)xueBalorcAa:
- OC Astra Linux A «KACKAI npp>
- CYBJ Postgres Pro e iohnis

ITPOMBIIUIIEHHBIE PELIEHH» (RU)

- Kasperskiy Industrial Cybersecurity (for Nodes, for Networks)
- P-Buptyanusauwusa, PEL Buptyanusauus, zVirt n ap.

MiRT  PosigresPro 0SS

1 = Kaspersky* e | / .
.PE.B. dyyy | Industrial [ ASTRALINUX®] A L el

BUPTYA/IM3ALIMS CyberSecurity

Jannka Ne 2022669822
Jlata nocTymicH 24 OKTﬂﬁpﬂ 2022 r.
Jlata rocyapeTse it perucTpar
8 Peectpe nporpam uis IBM 08 oexa6p}1 2022 ..

Pykosooumens Pedepars L Cayoob



https://reestr.digital.gov.ru/request/554132/

S~ CBKOM
///F/f: LUMDPA
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MK «KACKAL»

OCO6eHHOCTU apXUTEKTYPbI

O6bEKTHO-OPUEHTPOBAHHbIN NOAX0A AAET BO3SMOXXHOCTb
9hheKTUBHO NporpaMMMpoBaTh U M’MOKO paclUMpsTb CUCTEMY

o
cnpepenéHHas cuctema o 2048 cepeepos

v/

e
N 7

v/ .
v/

» /4

Iuacunaéupyemocn: — OT MaJIeHbKOM 04HOMO0/Ib30BaTEIbCKOU

( cncTeMbl A0 pacnpenenéHHon pesepBnMpoBaHHON BbICOKO-
npousBoguTenbHon cuctembl ¢ 10 MMnIMoHamMm Teros

&g o
ané}(bopmeuuo-uesasucumaﬂ n goctynHasa ana Windows, Linux (B

£ 7 iigom uncne AstraLinux) u Android

. psAyee» pe3epBMpoOBaHMe CepBEepPoOB rapaHTUPYET BbiCOYaNLLINA
BEHb HaZIEXXKHOCTU N TOTOBHOCTU CUCTEMbI

S
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NK «KKACKAL» - JiuyeH3supoBaHue —Cuekom

LIIcbPA

OCHOBHble XapaKTEPUCTUKUN NULLEEH3UOHHOM MOJINTUKM S

)

JNTnueHsum MK KACKA/L Nno3BONAIOT B LLMPOKOM AMana3oHe yCTaHaBMBaTb HEOH6X0AUMOE YMCIO BHELLIHNX
TeroB (10): ot 500 TeroB g0 6€3/IMMUTHON NTULIEH3UM

besnumMnTHaa nuueHsuna ans cepBepa No3BOJIAET NMNOAKTHOYaATb Nto60€e KONMMYECTBO BHELLIHUX TErOB

BHyTpeHHue Tern B [NK KACKA/L He orpaHu4eHbl No KOJIMYECTBY NPU UCMOIb30BaHUK NTFOO0ON, fa)ke caMomn
ManeHbkomn nnueHsnun Ha 500 BHelwHMX TeroB. MIHbiIMU cnoBaMu, BHyTpeHHUe Teru B K KACKA/L He
NIMLEH3UPYIOTCSH U UCMOMb3YHOTCA 6ecnnaTHo

B MK KACKA/L He TpebyeTca oTAenbHOE NULEH3UPOBaHUE [/19 apXUBHbIX TeroB. Bce Tern MoryT 6b1Tb
apXUBUpPYyeMbIMU MO YMOTYaHUIO

Hannuune 6ecnnaTHbIX KINMEHTOB AJ/18 BU3yanusaumm (Ha ocHoBe HTML)

KnueHTCcKune nuueH3nm NpmBs3bIBalOTCA K CEPBEPY, @ He K paboymM MecTaM. JIMLIEH3UN KOHKYPEHTHbIE,
YUYUTbIBAIOT KONIMYECTBO OAHOBPEMEHHbIX MOAK/THOUYEHWUN

JInuEeH3UN KYMYNATUBHbIE — NPU HEO6XOAMMOCTU PacCLUMPATb CUCTEMY B KOJIMYECTBE BHELLHUX TAroB, Npu
nepexoe C 0HOCEPBEPHOWN CUCTEMbI Ha CUCTEMY C pe3epBUPOBaHNEM CepPBEPOB / pacnpenesieHHbIMU
cepBepamMu, Npu yBeNnMYeHUn NoAKIIHYEHHbIX KIMEHTOB UK Ao6aBNeHUN APYrMX KOMMNOHEHTOB
(apaniBepsbl, N'NC, oTyeTbl U T.4.) — BOKYNAKTCA AOMNOJIHATESIbHbIE KOMMOHEHTbI K V)K€ UMelLuMcS

HeT o6a3aTenbHoM MNOKYIMKW COMPOBOXAEHUA NIULEH3UN

*NnueH3noHHble KoMnoHeHTbl [K KACKALL aetanbHO onncaHbl B COOTBETCTBYHOLLLEM KaTasore JIMLEeH3uin
https://help.sdigital.ru/kaskad-price.xlsx
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KnroueBble npenMyLLecTBa

Cbopa n XxpaHeHUs1 AaHHbIX

Busyanusauum n ynpaBneHus

EanHasa nnatgopma ans
AHaANNTUKN N NPUTOXXEHUN
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BHeapeHua KACKA/L B
KPYMNHbIX POCCUUCKUX
XONAUHrax




NMnatdpopma «KACKAO»

OnbIT BHeApeHUA
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Hac BbibupatoT B KayecTBe eaAnHON nnaT@opmbl

TPYBHAA
METAJUTYPTUYECKAS
KOMNAHKNA

EAvHaa cuctema ynpasieHUs NPpOU3BOLACTBEHHbIMU
AaHHbIMK Ha 6a3e nnaTtdopmbl «KKACKA» ana Bcex
MeTannyprmyeckmnx saBogoB rpynnbl « TMK»

@«»
ABTOBA3

EamHaa SCADA-cuctema n MES Ha 6a3e nnatdopmbl
«KACKAL» ona AO «<KABTOBA3»

U
CeBepcrannb

KACKA/], BblibpaH B kayecTtBe SCADA-cucTeMbl Ans
peanunsaumn HoBbix NpoekToB B [1AO «CeBepcTanb»

MAFHUTOrOPCKUIA
M METAINYPMMYECKIIA
B\ KOMBUHAT

KACKA/] Bbi6paH B KayecTBe 6a3oBoi nnathopmbl
TexHosiormyeckoro MoHntTopuHra B NAO «MMK»




Ccbinka Ha caiT B Buge QR-kopga

NK «KKACKA»

OHnamnH-nHpopmaums

= CMBEKOM

LIIcbPA

sdigital.ru

Lora

Lindposasa nnatpopma
KACKAZL Uudpa

OduumanbHbIN canT
«Cné6Kom Ludpbi» u
nnatdopmbl «KKACKA»

/' [lokyMeHTaums

/" NHdopmaumsa o napTHEpPax

*/ OHnnaiiH-cnpaBka

*/ PedepeHc-nuct



KoHTaKTHas
nHdopMaLus

® EneHa KnnwmnHa

D +7 (917) 141 39 09
B e.klishina@sdigital.ru
@ www.sdigital.ru

KoHTaKT B BUae QR-kopa
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